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Support for TLS/DTLS heartbeats. 
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# zmap -p 443 -f "saddr,daddr,sport" -o sloIPv4.csv SIX_naslovni_prostor.txt  

 May 05 12:20:01.955 [INFO] zmap: output module: csv 

 0:01 1%; send: 30996 30.7 Kp/s (30.0 Kp/s avg); recv: 422 421 p/s (408 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.36% 

 0:02 2%; send: 59679 28.7 Kp/s (29.3 Kp/s avg); recv: 858 435 p/s (421 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.44% 

 0:03 2%; send: 86204 26.5 Kp/s (28.4 Kp/s avg); recv: 1234 375 p/s (406 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.43% 

 0:04 3%; send: 116439 30.2 Kp/s (28.9 Kp/s avg); recv: 1674 439 p/s (414 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.44% 

 0:05 4% (1m40s left); send: 854649 27.9 Kp/s (27.5 Kp/s avg); recv: 12919 428 p/s (416 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.51% 

 0:06 5% (1m39s left); send: 881576 26.9 Kp/s (27.5 Kp/s avg); recv: 13356 436 p/s (416 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.52% 

 … 

 1:39 99% (1s left); send: 3400960 done (26.9 Kp/s avg); recv: 52010 0 p/s (390 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.53% 

 1:40 100% (0s left); send: 3400960 done (26.9 Kp/s avg); recv: 52010 0 p/s (387 p/s avg); drops: 0 p/s (0 p/s avg); hits: 1.53% 

 May 05 12:21:41.050 [INFO] zmap: completed 

# less sloIPv4.csv 

saddr, daddr, sport 

193.2.12.230,212.235.232.234,443 

193.2.241.80,212.235.232.234,443 

193.2.241.58,212.235.232.234,443 

193.2.70.224,212.235.232.234,443 

193.2.44.54,212.235.232.234,443 

193.2.9.200,212.235.232.234,443 
00:01:40:00 



# nmap -Pn -p 443 --script=ssl-heartbleed.nse -iL sloIPv4.csv -oN ranljivi_heartbleed_SIX_IP.txt 

# Nmap 6.00 scan initiated Mon May 5 12:23:07 2014 

   as: nmap -Pn -p 443 --script=ssl-heartbleed.nse -iL sloIPv4.csv -oN ranljivi_heartbleed_SIX_IP.txt 

 

Nmap scan report for 193.2.252.20 

Host is up (0.0027s latency). 

PORT    STATE SERVICE 

443/tcp open  https 

| ssl-heartbleed: 

|   VULNERABLE: 

|   The Heartbleed Bug is a serious vulnerability in the popular OpenSSL cryptographic software library. It allows for stealing 

information intended to be protected by SSL/TLS encryption. 

|     State: VULNERABLE 

|     Risk factor: High 

|     Description: 

|       OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-beta1) of OpenSSL are affected by the Heartbleed 

bug. The bug allows for reading memory of systems protected by the vulnerable OpenSSL versions and could allow for disclosure of 

otherwise encrypted confidential information as well as the encryption keys themselves. 

| 

|     References: 

|       http://www.openssl.org/news/secadv_20140407.txt 

|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160 

|_      http://cvedetails.com/cve/2014-0160/ 

01:31:00:00 



# perl check-ssl-heartbleed.pl -s 193.2.252.20 

...ssl received type=22 ver=0x301 ht=0x2 size=54 

...ssl received type=22 ver=0x301 ht=0xb size=755 

...ssl received type=22 ver=0x301 ht=0xc size=393 

...ssl received type=22 ver=0x301 ht=0xe size=0 

...send heartbeat_ 

...ssl received type=24 ver=301 size=16384 

BAD! got 16384 bytes back instead of 3 (vulnerable) 

02 40 00 d8 03 01 53 43 5b 90 9d 9b 72 0b bc 0c  .@....SC[...r... 

bc 2b 92 a8 48 97 cf bd 39 04 cc 16 0a 85 03 90  .+..H...9....... 

9f 77 04 33 d4 de 00 00 66 c0 14 c0 0a c0 22 c0  .w.3....f.....". 

21 00 39 00 38 00 88 00 87 c0 0f c0 05 00 35 00  !.9.8.........5. 

84 c0 12 c0 08 c0 1c c0 1b 00 16 00 13 c0 0d c0  ................ 

03 00 0a c0 13 c0 09 c0 1f c0 1e 00 33 00 32 00  ............3.2. 

9a 00 99 00 45 00 44 c0 0e c0 04 00 2f 00 96 00  ....E.D...../... 

41 c0 11 c0 07 c0 0c c0 02 00 05 00 04 00 15 00  A............... 

12 00 09 00 14 00 11 00 08 00 06 00 03 00 ff 01  ................ 

00 00 49 00 0b 00 04 03 00 01 02 00 0a 00 34 00  ..I...........4. 

32 00 0e 00 0d 00 19 00 0b 00 0c 00 18 00 09 00  2............... 

0a 00 16 00 17 00 08 00 06 00 07 00 14 00 15 00  ................ 

04 00 05 00 12 00 13 00 01 00 02 00 03 00 0f 00  ................ 

10 00 11 00 23 00 00 00 0f 00 01 01 00 00 00 00  ....#........... 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................ 

... repeated 1009 times ... 
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Št. odprtih 443 vrat SIX

Št. ranljivih strežnikov SIX

Št. odprtih 443 vrat SI

Št. ranljivih strežnikov SI

Datum 
Št. odprtih 443 

vrat SIX 
Št. ranljivih 

strežnikov SIX 
% 

Št. odprtih 443 
vrat SI 

Št. ranljivih 
strežnikov SI 

% 

16.4.2014 53970 1564 2,90% 31303 934 2,98% 

23.4.2014 54145 1332 2,46% 30623 758 2,48% 

5.5.2014 50049 961 1,92% 29733 518 1,74% 

14.5.2014 50157 861 1,72% 29800 451 1,51% 
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Št. ranljivih strežnikov SIX 1564 1332 961 861

Št. ranljivih strežnikov SI 934 758 518 451
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