NEVERJETNO,
A NA INTERNETU NAREDIMO CEL KUP NEUMNOSTI,
KI JIH V VSAKDANJEM ZIVLJENJU

NIKOLI NE BI.

) VARNI
NA INTERNETU

Od mene je odvisno vse.

arnesQ’” Sl-(‘IeI‘l,Qy



Sl'CERT odzivni center za omrezne incidente

OKUZBA RACUNALNIKA
(izsiljevalski virusi,
bantni trojanci, agenti

za posiljanje nezaZelene
elektronske poste)

OPAZEN VDOR V STREZNIK
(razobli¢enje, zloraba
podatkovnih baz, namestitev
prikritih orodij storilca)

SUMLJIVA
ELEKTRONSKA SPOROCILA

(phishing sporo€ila, ponudbe
o hitrem zasluzku ali kreditih)

NAPAD ONEMOGOCANJA
(poplava s prometom,
napad na storitev ali
spletno aplikacijoz
namenom, dajo
onemogoca)

&

RANLJIVEALI
IZPOSTAVLJENE STORITVE

(vmesniki za upravljanje
spletnih storitev, upravljanje
naprav aliindustrijskih
procesov, spletnih kamer
ipd., ranljiva omrezna
infrastruktura, ki omogota
napade onemogocanja)

IZGUBA GESELALIKRAJA
OMREZNE IDENTITETE

(zloraba prek phishing napada
ali okuZbe racunalnika)

SPLETNA GOLJUFIJA

(lazne spletne prodajalne,
prevare pri prodaji in nakupih
prek spletnih posrednikov,
laZni krediti, nigerijske in
loterijske prevare)



INCIDENTI NA LETO

Stevilo letno obravnavanih incidentov na SI-CERT (projekcija za 2016)

2500

2000

1500

TEHNICNI NAPADI

1000

PHISHING

500

SPLETNE GOLJUFIJE

2008 2009 2010 2011 2012 2013 2014 2015 2016



n g
prijav incidentov vsak 4 0 0 +

danv letu (v povpredju) primerov Skodljive kode v letu 2015

283

CESTITKE!

phishing
incidentov

‘ 18.000 € ‘

| 720 € ‘

Najvetje

posamezno P?\rprefno‘ ] Povpreéno oSkodovanje
oskodovanjev 1.140 € OSkOd(‘Na"_]e pri pri spletnem nakupovanju
nigerijski prevari spletni goljufiji




From: simon_gorenci@gmail.com[mailto:simon gorenc@gmail.com]
Sent: Saturday, March 19, 2016 5:34 AM

To: Simon Gorenc <simon.gorenc@gmail.com=

Subject: Document2

4 I

@1 attachment: Document2.zip 4.2 kE

_ From: Andrew M [mailto:andrew.m @fairnewz.com]
Sent: Friday, November 11, 2016 10:11 PM

T

lit Card has been charged

four payment against Invoice no.DW10453 (Download Receipt <http://www.fairnewz.com/battles-
whvyOiKOKyvMFnviy 0iOV5a 2= ).

Turn an chat f-:u-

~ 51296

Order information, please download Invoice copy and payment receipt from here:
Photo_9166.sva rfairnewz.com/battles-blues/2c4P860 1rLeUmewhvyOiKOKyvMFnviy

. Izsiljevalski virus Locky

oice related queries please do not hesitate to contact either your designated Credit Controller or the main
w other general enquiries please contact your local Sales Team.

ym/basketballs-allegedly/f128NT5E1pfKgp6thvyQiK0




From: mseam e (@gmail.com]

Sent: Monday, February 10, 2014 10:32 AM
To: undisclosed-recipients:
Subject: Pregled Nalog za Maturo

Pozdravljeni,

kot zmenjeno Vam v priponki poS$iljam listo nalog za maturo.

Lep pozdrav
Maja

IJJ nalogaexexis

lype Apphcation

e 237 MB

SHOL5C)
! » matura » Pregled Nalog 2014 STS P
ith = Burn New folder "

822014 14:10



DANES JE DAN ZA BACKUP!
e =

o

ZUNAN]I DISK OBLAK
Backup podatkov na zunaniji disk je najhitrejSiin Druga varnostna kopija naj bo v oblak, npr.
najenostavnejsi nacin, tudi diski so cenovno Ze Dropbox, Google Drive, OneDrive, SugarSync,
zelo dostopni. Po izdelavi backupa disk obvezno Wuala, SpiderOak.

iztaknes iz raCunalnika.



www.nomoreransom.org

o {O[RERRIAINS IO ¢

NEED HELP unlocking your digital life
without paying your attackers*?

) ) . .
.“. .“.

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this happens,
you can't get to the data unless you pay a ransom. However this is not guaranteed and you should never pay!




- https://youtu.be/5k4VdGalVFQO



https://youtu.be/5k4VdGa1VF0
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POMISLI, PREDEN SE SLECES




Ce si Zeli§

Playing wave

| wave M N _Bigsmie




From: Pauline Giraud Leroux <paulinegiraudleroux@outlook.com>
Date: 28 May 2015 19:28:53 CEST

To:

Subject: Here the paper will circulate throughout the world

You see that.

I'll send it to a friend who work in the Journals

| just want you to help my sister.

And | ferrai nothing.

So you transferred the € 1,000 was my sister on June 1 as | have told you.
or you will regret it all your life.

you have just 24 hours to meet me, if you did not do.

Then | will rotten you life.

Here the paper will circulate throughout the world
Now answer me before the 24 hour.

Know that my patience limits




-https:.//www.youtube.com/watch?v=MmRS
MRAOtBw



https://www.youtube.com/watch?v=MmRSMRA0tBw

DELO

dstriak, 08.12.2016

# 55 Novice Svet Gospodarstve Mnenja Sport Kultura Znanje

Prosti cas Multimedija MNaroci se Q

Medelo » Mamesto lepe Rusinle bradati Bus

il B
Namesto lepe Rusinje bradati Rus

Naivni Slovenci: Cedalle ve& ogoljufanih, ki Jih Je spletna romanca stala veé sto ali celo tisoé
avrov.

Polona Frelih, Moskva
sob, 10.11.2012, 21:00

Sobotna | Ozadja | NeDelo

Podobne vsebine, ki jih zdaj berejo drugi

Ta élanek trenutno bere

i §

Varni na internetu: Ljubezenske
prevare

L

Pozdravi si krvni sladkor -
Zdaj je laZje kot kdajkoli prej. Ne G
oklevajte - poskusite to metodo takoj.

storitev omogoda

(il




NAKUP TRAKTORJA PREK SPLETA; PLACAS 2, DOBIS 3

Deutz-Fahr Agroplus 85 5.200,00 €

kontaktirajte : agriatehnick@agmail.com - Traktor
Agroplus 85 proizvajalca Deutz-Fahr. Ur: 3470 85
hp Rabljeni stroj ima pogon

Deutz Fahr- AGROTRON K 120 6.300,00 €

kontaktirajte ; agriatehnick@agmail.com - Ur:
2806 Leto:: 2006 Traktor - traktorja kmetiji
Cprijem - 4 WD Motor: moc- 120 hp




MORGAN *

MACHINERY s
WORLD TRACTORS MASSEY FERGUSON  _JOHN DEERE

Home Services Used Tractors Used Machinery Used Plant Stocklist Gallery About Links Contact

LATEST ARRIVALS:

4~ Zetor Proximma
: Price: £
Year: 2010

=7 JCB3CX

We sell Used Tractors

S World Tractors - The Home of Morgan Machinery Ltd
= Machinery .
L Morgan Machinery Ltd are a UK based =
o i business selling tractors, diggers, plant and o
machinery worldwide. With the current
Fendt 712 Vario financial situation and favourable exchange
Price: £ POPULAR | LATEST TAGS rates, there’s never been a better time to buy
Year: 2001 a secondhand tractor, machinery or plant for

Y LELY 3 METRE DRILL your business.
COMBINATION

All our tractors, machinery and plant can be

JPM 14 TONNE DUMP prepared for shipping to any destination on
TRAILER the globe.

D KUHN HR3004 3 METRE We have a large stocklist of items for sale and welcome contact if you don’t see exactly what you are
POWER HARROW looking for.

FARM FORCE
e STB4000F STUBBLE

BUSTER

¥, MASSEY FERGUSON
ﬁ S s Used Tractor Sales
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Enter Key Words. .

SIGNIN

HOME BESTSE

mandenasileoulkilde

Willkommen: Gast, Micke her,  Anmeiden Regsineen Watrungen Eumo

MONCLER

Slartseile MNeuwen Produkien kontaklieren Sie uns

Heue Artikel im Mirz

- hAN
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TIME TIMTT: 2016.12.1 - 2016.12.3




Subject: RE: Nakazilo

From: "Janez Novak" <janez.novak@podjetje.si>
Date: 22.09. 2016 10:37

To: <racunovodstvo@podjetje.si>

Mojca,
Rad bi naredil mednarodno nakazilo v eimprejsnjem moznem easu. Lahko to
storite? Sporoeite mi, da wam v tem primeru lahko nemudoma posljem ostale

podatke.

Z lepimi pozdravi,
Janez Nowvak

Reply-To: Lifldas




NE BODI OSEL NA SPLETU,
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